Conficker: Zahl infizierter Systeme

Yearly Conficker A+B Population

7000000

B Canficker A+B

B500000 4
B000000 4
5500000 4
5000000
4500000 4
Kl 4000000 4
w
E_ 3500000 4
= 3000000 1
2300000
2000000

1500000 1

1000000

500000

Quelle: http://www.confickerworkinggroup.org/wiki/pmwiki.php/ANY/InfectionTracking

© Fraunhofer FKIE

\

~ Fraunhofer

FKIE



Conficker: Zahl infizierter Systeme

Yearly Conficker A+B Population

B Caonficker A+B

7000000

BS00000 -

BO00000

5500000+

5000000+

4500000

4000000

3500000

Unique IPs

3000000

2500000

2000000

1500000

1000000

500000

0

Jul A Sep Oct MNaow Der J Feb

Aar Way Jun
Month

2009 2010
Quelle: http://www.confickerworkinggroup.org/wiki/pmwiki.php/ANY/InfectionTracking

\

© Fraunhofer FKIE % FraunhOfer

FKIE



Number of new signatures

Cyber Defense — Vielfalt der Schadprogramme
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Figure 10. New malicious code signatures
Source: Symantec.
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Struktur des Conficker-Wurms
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Conficker: Looking for Updates since April 1, 2009

BN
lea eax, [ebp+12Ch+SystemTime]
push eax ; 1lpSystemTime
call ebx ; GetLocalTime
cmp [ebp+12Ch+SystemTime .w¥ear], 2089
ja short loc_9A3C37
BN
jnz short loc 9A3CA4D
EI
BN
cmp [ebp+12Ch+SystemTime .wHonth], 4
ja short loc_ 9A3C37
|
EAN L
jnz short loc_ 9A3CAD
%I
BN
cmp [ebp+12Ch+SystemTime .whay], 1
jb short loc_9A3CAHD
i)
BN
loc_9A3C37:
cmp [ebp+12Ch+var_19C], 6
jz short loc 9A3CEE
I
BN
call sub_9B36ES
test eax, eax
jnz short loc 9A3CA4D
LI
BN L
loc_9A3CA46:
call update_requests
now esi, eax
|
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